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A gateway
IP = GWA IPSEC tunnel

A Network B Network

B gateway
IP = GWB

• We are on the B gateway

• IPSEC packets between A & B gateways :

• Normal packets between hosts of A & B networks :
S = Source

D = Destination

S = Source
D : Destination

Encapsulated IP Packet
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Interfaces

ethX ipsecN

S : GWA
D : GWB

IP Packet

S : GWA
D : GWB

IP Packet
S : A
D : B

decapsulation
To ipsecN

according to 
eth/ipsec map

Interfaces

ethXipsecN

S : GWB
D : GWA

IP Packet
S : A
D : B

encapsulation

ipsecN

S : A
D : B

S : B
D : A

S : GWB
D : GWA

IP Packet

To be 
encapsulated

S : A
D : B


